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BFT-Interactive AS

Aggregator
Alice

Bob
Carol

Sig🠔⟨mA, sA⟩

…

σagg 🠔 SigAgg(Σ, M, I, F, P)

σA

I ⊆ P,  F ⊆ P,  I ∩ F = ∅
I: inactive (can be ignored)
F: bad faults
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Alice Bob

s 🠔 (Rs)
l, p 🠔 aTs

y 🠔 (DR)l, w 🠔 aTy
c 🠔 H(m, p, w)
z 🠔 c 🠔 s + y

a 🠔 Rl

p

c 🠔 H(m, p, w)
aTz =? c 🠔 p + w

m, σ = (z, w)

Abort with probability s.t.:
z ≈ (DR)l
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Alice Bob

…
cA 🠔 H(mA, pA, wA)
zA 🠔 cA 🠔 sA + yA

…
(eA, eB) 🠔 H(cA, cB) 

zagg🠔 eA 🠔 zA + eB 🠔 zB
σagg🠔 (zagg, wA, wB)

…

…

…

mA, σA = (zA, wA)

mB, σB = (zB, wB)
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Interactive Aggregation

Alice Bob

…
hA 🠔 H(wA)

wait

H(wB) =? hB
w 🠔 wA + wB

cA 🠔 H(mA, pA, w)
…

hA

…

…

…

wA

hB

wB
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BFT-Interactive Aggregation

Aggregator
Alice

Bob
Carol

mA
, zA

zagg 🠔 zA + zB
σagg 🠔 (zagg, w, WF, ΠF)

WF 🠔 (wC)
ΠF 🠔 (πC)
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PQ PK Sig. Agg. Sig. 
(Best)

Agg. Sig.
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BLS [BGLS03] ✗ 48 B 96 B 96 B 96 B

Half-Agg. [BR21] ✔ ~ 10 KiB ~ 15 KiB > 20 MiB

Squirrel [FSZ22] ✔ 0.9 KiB 45 KiB 572 KiB

Naive (Falcon) ✔ 897 B 666 B 666 KiB

Ours (HAB) ✔ 2.1 KiB 74 KiB 41 KiB 156 KiB

41–156 B/Signer
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Related Work

- FSwA One-Time Signatures [LM08]

- Interactive Many-Time Aggregate Signatures [BK20]

- Non-Interactive One-Time Aggregate Signatures [BK20]

- Non-Interactive Half-Aggregate Signatures [BR21]

- Few-Time Synchronized Multi-Signatures [FSZ22]
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Alice Bob

…

…

…

…

c′A 🠔 H(m′A, wA)
wB 🠔 aTyB − cA🠔 pA + c′A🠔 

pA
cB 🠔 H(mB, wB)

…

wA

wB

Ver(σagg, M′ = (m′A, mB), P)
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Signature Size (N=1024)

PQ Interactivity PK Sig. Agg. Sig. 
(Best)

Agg. Sig.
(Worst)

BLS [BGLS03] ✗ None 48 B 96 B 96 B 96 B

Half-Agg. [BR21] ✔ None ~ 10 KiB ~ 15 KiB > 20 MiB

Squirrel [FSZ22] ✔ Sync. 0.9 KiB 45 KiB 572 KiB

Naive (Falcon) ✔ None 897 B 666 B 666 KiB

Ours (SSB) ✔ BFT 1.2 KiB 15 KiB 41 KiB 931 KiB

Ours (BAS) ✔ Sync. 2.1 KiB 74 KiB 156 KiB

Ours (HAB) ✔ BFT 2.1 KiB 74 KiB 41 KiB 156 KiB



Squirrel: Synchronized Aggregate FTS

Alice Bob

pFTS
A

pOTS
A,

0

pOTS
A,

1

pOTS
A,

2

pOTS
A,

3

pFTS
B

pOTS
B,

0

pOTS
B,

1

pOTS
B,

2

pOTS
B,

3



Squirrel: Synchronized Aggregate FTS

Alice Bob

pFTS
A

pOTS
A,

0

pOTS
A,

1

pOTS
A,

2

pOTS
A,

3

pFTS
B

pOTS
B,

0

pOTS
B,

1

pOTS
B,

2

pOTS
B,

3

pFTS
A pFTS

B

pFTS

+

=



Squirrel: Synchronized Aggregate FTS

Alice Bob

pFTS
A

pOTS
A,

0

pOTS
A,

1

pOTS
A,

2

pOTS
A,

3

pFTS
B

pOTS
B,

0

pOTS
B,

1

pOTS
B,

2

pOTS
B,

3



Worst Case Fallback

Alice Bob

wA,0 wA,1 wA,2 wA,3 wB,0 wB,1 wB,2 wB,3

+
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