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Addressing Transaction Malleability: MtGox has detected unusual
activity on its Bitcoin wallets and performed investigations during
the past weeks.



Addressing Transaction Malleability: MtGox has detected unusual
activity on its Bitcoin wallets and performed investigations during
the past weeks.



The MtGox Incident

I July 2010: First trade on MtGox
I 2011: Transaction malleability identified as low priority issue
I February 7, 2014: MtGox halts withdrawals
I February 10, 2014: MtGox cites transaction malleability as root cause
I February 28, 2014: MtGox files for bankruptcy

MtGox claims that 850,000 bitcoins (620 million USD) were lost due to
transaction malleability.
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Signatures
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There are multiple ways to serialize a signature:
I Multiple push operations (1 byte, 2 byte, 4 byte)
I Non-canonical DER encodings
I Padding
I . . .
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Transaction Conflicts
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Transaction Malleability Attack
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Data Gathering

Bitcoin can be monitored:

I Transactions are broadcast in the network;
I Conflicts can only be detected while they happen;
I Propagation is stopped when a conflict is detected;

Connecting to a large sample allows collecting conflicts:
I Starting Jan. 2013 we collected transactions from the network;
I 1000 connections to random peers open;
I Network size 3,000 – 6,000 nodes;
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Global Analysis

Conflict Set: set transactions that differ only in the signature.

I Total conflict sets: 35,202
I Conflict sets with one tx confirmed: 29,139
I Total involved bitcoins: 302,700 BTC

I 28,595 sets involve OP_PUSHDATA2 opcode
I Of the above instances 21.36% resulted in the modified transaction

being confirmed
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Beyond our Data
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Conclusion
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Thank you, questions?
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