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Vending Machine

2 bitcoin
Wallet

BTC0.00

Foe (optional)
B1¢0.0005
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vantages

® Funds directly
transferred to
merchant

® Centralized

® Small transaction
fees
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Confirmation Time

® [ransactions instantly visible
® Confirmed at irregular intervals

® Approximately |0 minutes
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Fast Payment

® Trust unconfirmed transaction

® Hedge against loss

| )
e g3 Vg
ETH Distributed  [[Pgs*® .
fss5e8 “n
Eidgendssische Technische Hochschule Ziirich . “‘“““ ‘--;
Swiss Federal Institute of Technology Zurich 8 ComPUt’ng “-‘ ‘!‘.-lll

Freitag, 27. September 13



Attacker

Double Spend

Merchant
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Double Spend

Attacker Merchant
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Double Spend

Attacker Merchant
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Double Spend
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Double Spend
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Double Spend
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Countermeasures
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Countermeasures

® Connect to many nodes
® No incoming connections

® No transaction relay -
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Evaluation

® Attacker and merchant
® Double spend attempts

® Random release points
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Evaluation

7//55;‘"{
ETH L V5
Distributed  [#gs3"w
Eidgendssische Technische Hochschule Ziirich . “““\‘\“ |
Swiss Federal Institute of Technology Zurich 20 ComPUt’ng LR BT

Freitag, 27. September 13



Evaluation

Time until detection
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Time [s]
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Successful Double Spend
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Successful Double Spend

| . Merchant sees first
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Successful Double Spend

| . Merchant sees first
2. Only sees one transaction
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Successful Double Spend

| . Merchant sees first
2. Only sees one transaction
3./, is later confirmed
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Probability
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One loss in 1000 purchases
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2 bitcoin
Wallet
Select product
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Wallet Display QR tag
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" Listen for
“  Announcements

\

Send Bitcoins

2 bitcoin
Wallet
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OK!

2 bitcoin
Wallet

Distributed  [#gs3"w
Eidgendssische Technische Hochschule Ziirich . "““ “‘ -
Swiss Federal Institute of Technology Zurich 32 Computlng L QAT BT

Freitag, 27. September 13



Thank you!
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Questions?

Tobias Bamert
Christian Decker
Lennart Elsen
Roger Wattenhofer
Samuel Welten
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