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Two ingredients!


Cryptocurrencies
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Typical bitcoin picture! Former phd student christian decker…
(exciting!)
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Bitcoin = sex and crime


Blockchain
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So how sexy is a blockchain? Well, not very.


FinTech developers and managers under-
stand that the blockchain has the potential
to disrupt the financial world. The blockchain

allows the participants of a distributed system
to agree on a common view of the system, to

track changes in the system, in a reliable way. In
the distributed systems community, agreement
technigues have been known long before crypto-
currencies such as Bitcoin (where the term block-
chain is borrowed) emerged. Various concepts and
protocols exist, each with its own advantages and dis-
advantages. This book introduces the basic techniques
when building fault-tolerant distributed systems, in a

scientific way. We will present different protocols and al-
gorithms that allow for fault-tolerant operation, and we
discuss practical systems that implement these techniqu;s.
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Typical blockchain picture: this dude, probably some accountant.
Thaksin Shinawatra, former Prime Minister of Thailand
The book really close to his heart… is my book!


So What Is a Blockchain?
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Multiple ways to answer this question.
I would like to learn from audience here.


What Do You Think?
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Simplest possible answer.
The technology behind bitcoin



My Usual Answer



Blockchain

Distributed Systems & Cryptography
(1982) (1976)
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My usual answer!


Why the Hype?



Let’s Dig Deeper!
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Persistently store transactions: hype comes from immutability, and possibly provability
Fault-tolerance: your data is safe! Distributed, decentralized, replicated!
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.
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Persistently store transactions: hype comes from immutability, and possibly provability
Fault-tolerance: your data is safe! Distributed, decentralized, replicated!
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.


What About Privacy?



It’'s Complicated.
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Smart contracts: must be connected to reality
Debt: must be connected to real person (quick excursion about debt)



Hacker stahlen ETH-
Doktoranden Bitcoin fiir 9
Millionen

Diebstahl Hacker erbeuteten bei einem Mitarbeiter der ETH Zdrich
9222 Bitcoin. Heute sind die virtuellen Munzen 9 Millionen Franken
wert, Der Fall liegt nun bei der Kantonspolizei.

WON CHRISTIAN BUTIKOFER 06.12.2013
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Bitcoin worlds: sex and crime!


The Five Blockchain Dimensions
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piChain: When a Blockchain Meets Paxos




piChain: When a Blockchain Meets Paxos
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Truncated Paxos Q|P

*and next propose


Presenter
Presentation Notes
Discuss with them what happens when something tragic happens, e.g. two nodes are quick, or we have a partition right now, or somebody doesn’t get the committed msg. is it actually committed?!?


Round 1 ..o
+ Quick node g sends “try by, to all nodes

: On receiving a try message, all nodes:
: if byew deeper than by, then

binax = buew

Answer g with ok by, boypp”

- end if
Round 2 ... ... i

: Node g If majority responded with ok:
: beom = buew
: if some response included by, # 1 then

beam = bprop with deepest by,

:end if
: Node g sends “propose b, byey” to all nodes

: On receiving a propose message, all nodes:
2 i byew = B then

bprop = beom

supp — Ynew

Answer g with “ack beg”

. end if
Round 3 ... i

: Node g If majority responded with ack:

: Node ¢ sends “commit b.,,,," to all nodes

: On receiving a commit message, all nodes:
. Store by, in their list of committed blocks

Normal Paxos

.
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Don’t try to understand this…


piChain vs. Raft

similar essentially same goals
simple e.g., no explicit leader election
silent no msg when no tx, no heartbeat
scalable O(1) msgs per node per tx
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Also eventual consistency out of the box (could also be done with raft)
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Persistently store transactions: hype comes from immutability, and possibly provability
Fault-tolerance: your data is safe! Distributed, decentralized, replicated!
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.
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Speed/consistency: some people disagree with me on eventual consistency.
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.

Scalability: how many tx/s can you handle?


Fundamental Problem
Every Node Sees Every Transaction



Payment Networks




Payment Network
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In a payment network there are connections between pairs of nodes, which can instantly transfer money
With a scheme for atomic exchange over multiple edges, payments can be routed, so every node in the network is reachable
Hash-Timelocked Contracts provide such a scheme
We call such a connection between two nodes a micropayment channel
Two constructions exist, both published at similar times


Hashed Timelocked Contract (HTLC)



HTLC Example (O sells to O)

3. “Send

money if r 6. “Send

is known money if r
at time 4”, is known

at time 1”
7. Use

1. Generate

secret r
to access random
good 4. “Send 5. “Send secret r
money if r money if r
is known is known 2. Send
at time 3” at time 2” hash(r) toO
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if other node does not answer, need to publish secret r to blockchain to get promised money. 


Single Hop in Network



Duplex Micropayment Channels
(Example for Smart Contract)
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Two parties create a transaction to put funds into a shared account
The shared account needs signatures of both to spend money
The transaction is not yet signed, so they can not be broadcasted to the blockchain
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A second transaction returning the funds is created and signed
The transaction has a timelock, which means it can only be published after 100 days
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Now both parties know they can get their money back from the shared account
Also no other transaction from the shared account is possible, so signing the funding transaction is safe
They sign the funding transaction and broadcast it to the blockchain


Duplex Micropayment Channel
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Now the money is in the shared account


Duplex Micropayment Channel

©O ©0

[Decker,W,2015]
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Blue wants to send money to green
It creates a new transaction, with a lower timelock, which gives more money to green
Both sign it
Now there is one day in which just the second transaction can be broadcast
The first transaction is useless as long as the second is broadcast in time and can be forgotten


Duplex Micropayment Channel

©O ©0

Channel must be renewed often?
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Blockchain transactions are expensive. For world currency usage, we may only have about one transaction per year per user.
100 transactions is not enough


Duplex Micropayment Channel
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Relative timelocks to keep channel alive forever!

But only 99 transactions?
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Use relative timelocks, included in Bitcoin since 2016
After the locking transaction we include one transaction, which can be broadcast at any time
This starts the timers on the other transactions
Now the channel can live forever, but still only 100 transactions
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Tree of transactions, e.g. each node can have 20 child nodes
The kickoff transaction starts the first timers, those start the second one and so on
Now we have infinite channel lifetime, many transactions
But getting the money takes a long time, e.g. 5 times 20 days
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Why 2017 may be the year the industry
figures out smart contracts... via Bitcoin r/

Bitcoin

©1w @ brgdsa

- | Lite_Coin_Guy 8 points 1 week

| would expect to see the segregated witness
malleability fix, once active, solve this problem and
position Bitcoin for further smart-contract uses such as
secure vaults using covenants, and, ultimately, trustless
exchanges where users funds are not at custody risk.

[ iluvceviche 0 points 1 week
Is smart contract possible on the Bitcoin blockchain? |
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Green offers money to blue, provided it can give a secret within a certain time


HTLC Revisited
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After blue has the secret, both can agree to just replace it with a regular transaction
This way the channel can stay open after the 3 days


Lightning Network



Lightning Network Channel

Owned by O
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Now we want to replace the transaction. A new one is created, which has a different allocation to the two parties
Now both states could be published, each party has two options
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Now we want to replace the transaction. A new one is created, which has a different allocation to the two parties
Now both states could be published, each party has two options
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Now we want to replace the transaction. A new one is created, which has a different allocation to the two parties
Now both states could be published, each party has two options
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Now we want to replace the transaction. A new one is created, which has a different allocation to the two parties
Now both states could be published, each party has two options


Solved?



Still Too Many Channels!?



Each and Every Channel

... heeds two transactions on blockchain

... has locked-in funds by both parties



Each and Every Channel

.. heeds two transactions on blockchain

200-800M channels only

... has locked-in funds by both parties

all my bitcoins are locked-in... sad.



Blockchain Space

Blockchain space = number of signatures

-O-

OO

for every channel

_O so far 4 signatures
-0
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Funding Settlement
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can we get better?


Locked Funds

A node wants to make connections...

Where does it lock the funds?
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Locking funds should be for a very long time
Otherwise blockchain is even more crowded


Multi Layer Networks
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[Burchert, Decker, W 2017]
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Channel funding layer

T

Payment network layer
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As a next step layer between blockchain and payment network can be introduced
Many parties create shared account, which needs all signatures
From that big shared account many two party accounts are created, which are used as the base for two party channels
The transaction splitting the funds into channels can be replaced off blockchain
The network can now be changed without blockchain transactions
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As a next step layer between blockchain and payment network can be introduced
Many parties create shared account, which needs all signatures
From that big shared account many two party accounts are created, which are used as the base for two party channels
The transaction splitting the funds into channels can be replaced off blockchain
The network can now be changed without blockchain transactions


Multi Layer Networks
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As a next step layer between blockchain and payment network can be introduced
Many parties create shared account, which needs all signatures
From that big shared account many two party accounts are created, which are used as the base for two party channels
The transaction splitting the funds into channels can be replaced off blockchain
The network can now be changed without blockchain transactions
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Multi Layer Networks
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[Burchert, Decker, W 2017]
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As a next step layer between blockchain and payment network can be introduced
Many parties create shared account, which needs all signatures
From that big shared account many two party accounts are created, which are used as the base for two party channels
The transaction splitting the funds into channels can be replaced off blockchain
The network can now be changed without blockchain transactions
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If all parties cooperate, they can close all channels with a single transaction
The two party channels do not exist on the blockchain, just one open and one closing transaction for the group of nodes
With two layers we decouple the number of channels from the necessary blockchain space
Assuming groups of 100 people with 400 pairwise channels, we get 75% space saving
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Persistently store transactions: hype comes from immutability, and possibly provability
Fault-tolerance: your data is safe! Distributed, decentralized, replicated!
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.
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Speed/consistency: some people disagree with me on eventual consistency.
Tx should be accepted quickly: wanna buy ice cream? Do it! Instant settlements.

Scalability: how many tx/s can you handle?


Summary




Thank You!

Questions & Comments?

* i.‘ Q.% ?‘O.

Thanks to my co-authors
Conrad Burchert

Christian Decker www.disco.ethz.ch
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