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What is Bitcoin?
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Bitcoin Basics
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Opening an Account in Bitcoin

Private Key Public Key Address
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Let’s Buy a Snack

[Bamert, Decker, Elsen, W, Welten, 2013]
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Resolving Conflicts
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How to Choose a Leader?



Proof-of-Work
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0 10 20 30 40 50 60
Time since first observation [s]

0.00

0.02

0.04

0.06

0.08

0.10

0.12
PD

F
Block propagation

[Decker, W, 2013]http://bitcoinstats.com

http://bitcoinstats.com


Propagation Speed

0 10 20 30 40 50 60
Time since first observation [s]

0.00

0.02

0.04

0.06

0.08

0.10

0.12
PD

F
Block propagation

50th
p

erc.
[Decker, W, 2013]http://bitcoinstats.com

http://bitcoinstats.com


Propagation Speed

0 10 20 30 40 50 60
Time since first observation [s]

0.00

0.02

0.04

0.06

0.08

0.10

0.12
PD

F
Block propagation

50th
p

erc.

95th
p

erc.

[Decker, W, 2013]http://bitcoinstats.com

http://bitcoinstats.com


Propagation Speed

0 10 20 30 40 50 60
Time since first observation [s]

0.00

0.02

0.04

0.06

0.08

0.10

0.12
PD

F
Block propagation

[Decker, W, 2013]http://bitcoinstats.com

http://bitcoinstats.com


Blockchain Forks
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How to Lose $500M



Addressing Transaction Malleability: MtGox has detected
unusual activity on its Bitcoin wallets and performed
investigations during the past weeks.



The MtGox Incident

I July 2010: First trade on MtGox

I May 2011: Transaction malleability identified as low priority issue

I February 7, 2014: MtGox halts withdrawals

I February 10, 2014: MtGox announces loss of 850,000 bitcoins (620
millio USD) and cites transaction malleability as root cause

I February 28, 2014: MtGox files for bankruptcy

I March 7 2014: MtGox finds 200,000 bitcoins

I August 2015: MtGox CEO is arrested
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Is Bitcoin Secure?



Securing Your Bitcoins

[Bamert, Decker, W, 2013]



Does Bitcoin Scale?



The Bitcoin Ecosystem is Growing
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Scalability Limits

I Disk space: < 500 transactions per second

I Processing power: < 200 transactions per second

I Network bandwidth: < 100 transactions per second

I Artificial 1MB limit: < 3 transactions per second

Today:

I Bitcoin: 1 transaction per second

I Credit Cards: > 10, 000 transactions per second
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Atomic Multiparty Opt-In
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Bidirectional Transfers
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Duplex Micropayment Channels
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Thank you, questions?

Thanks to Christian Decker

ETH Zurich – Distributed Computing Group – www.disco.ethz.ch



Securing Fast Payments



Let’s Buy a Snack

[Bamert, Decker, Elsen, W, Welten, 2013]
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Doublespend Detection
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Time to Detection
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Successful Doublespend
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