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“some switches can ‘straggle,’ taking substantially more time
than average (e.g., 10-100x) to apply an update”
Jin et al., SIGCOMM 2014



ONTARIO
Calgary

Winnipe
OP 9
Vancouver
[+

B "

/ INGTO NORTH

DAKOTA
MONTANA d

MINNESOTA

Minneapolis
0

MAINE
WISCONSIN ‘

/, VERMONT

\ Toron!
MICHIGAN 3 oroi t;_/

i 0/ NEY
Mulwgukee / o0& m

Hamilton NEW YORK /

WYOMING

Detroit
hicam i
0

NEBRASKA

OHIO

i) i LLINO Se=e R ANA o Pittsburgh
o o United States »
UTAH Kans%s City y Columbus
COLORADO St Louis W inwper WEST
KANSAS 0 Cincinnati - v ipGINIA UAWARE

San Frgncisc MISSOURI

San Joseo caL PN

KENTUCKY

Las Vegas
b g

Albuquerque OKLAHOMA
o

Los Angeleg
09

R =2 €0 Atlanta SOUTH
/ MISSISSIPPI 9 CAROLINA
S

ALABAMA

Tucson

GEORGIA
Ciudad Juare:
o

BAJA ) B o \

CALIFORNIA Jacksonville
SONORA A8 0
e n An o
CHIHUAHUAL /N SenAgto
2 COAHUILA DE
7 ZARAGOZA -\
°
2. i
% Monterrey - ™
BAJA SINATBA 2 Gulfof
CALIFORNIAISUR "7 DURANGO Mexico The
. TAMAULIPAS Bahamas
Mexico

Havana
0

NEW
[BRUNSWIS

\
’



ONTARIO
Calgary

Winréipeg
Vancouver /
& U &, Sml MY B
NORTH Y ‘ : .
DAXOTA N = £ A% T O T ebecCity /.~ NEW
MONTANA \ g R [BRUNSWI
MINNESOTA 3
Porga
Minneapolis L
0 MAINE
WISCONSIN ‘
\ Toronto /
OREGON MICHIGAN
pra———
il Milwaukee ) o
WYOMING q { Hamilton NEW YORK
Degplt (3
10WA e
NEBRASKA
Denver ’ ILLINOIS | INDIANA o Pittsburgh
NEVADA o United States .
bl Kans%s City y Columbus
COLORADO St Louis i WEST
. KANSAS I Cincinnati -y |pgINIA
San Frgnasco
San Joseo CALIFORNIA KENTUCKY
Las Vegas
09
Albuquerque OKLAHOMA
(o]
Angel 7
eyl ARIZONA NEW MEXICO Atlanta SOUTH
MISSISSIPPI R CAROLINA
S
ALABAMA
Tucson GEORGIA Be
R Ciudad Juare
o,

L 3
BAJA )

CALIFORNIA Jacksonville
SONORA 0
n An
CHIHUAHUAL 5 o
¢ COAHUILA DE
e ZARAGOZA -\
o
«“ . ” o, .
Tree Ordering Mongerrey
Gulf of
BAJA SINALOA :
CALIFORNIAISUR DURANGO feaico Th:m
" TAMAULIPAS Eea
Mexico

Havana
0



Calgary
Winnipe
OP g
Vancouver
(o] 4--‘
NORTH
DAKOTA N ebec City NEW
HONIANA K. 0 [BRUNSWI
MINNESOTA +
Porga
Minneapolis L
o MAINE
WISCONSIN .
oRGON MICHIGAN 5 Toronto /
il Milwaukee / o
WYOMING q { Hamilton NEW YORK
Degplt (3
10WA e
NEBRASKA
Denver . ILLINOIS/—{.INDIANA o Pittsburgh
NEVADA o United States .
ap Kans%s City y Columbus
COLORADO St Louis LR WEST
" KANSAS e Cincinnati -y |pgINIA
San Frgnasco
San Joseo CALIFORNI KENTUCKY
Las Vegas
09
Albuquerque OKLAHOMA
(o]
Los Angel ;
00 ARIZONA NEW MEXICO Atlanta SOUTH
MISSISSIPPI R CAROLINA
S
ALABAMA
Tucson GEORGIA -
2 Ciudad Juarez
0
BAJA T N\
CALIFORNIA Jacksonville
SONORA [
n An
CHIHUAHUAL San Anto
¢ COAHUILA DE
s ZARAGOZA .\
o
% \
u“ . ” o, _
Tree Ordering Mongerrey
Gulf of
BAJA SINALOA :
CALIFORNIAISUR DURANGO Mexico Th:m

» TAMAULIPAS
Mexico

ONTARIO

Havana
0



Calgary
Winnipe
Nipeg
Vancouver
(o] 4"‘
|
NORTH NG =
DAKOTA N ebecCity /. NEW
MONTANA \ R [BRUNSWI
MINNESOTA
Portlal
) . : ( !
Minneapolis \ s
0 \ pe———] MAINE )
‘ y
WISCONSIN | S VERMONT
OMGON
IDAHO Milwaukee P
WYOMING b
NEBRASKA
Denver ’ ILLINOIS | INDIANA o Pittsburgh
NEVADA o United States
a. Kans%s City y Columbus
COLORADO St Louis i WEST
KANSAS e Cincinnati VIRGINIA
San Frgncisco
San Joseo CALIFORNI KENTUCKY
Las\éegas
TENNESSEE
Albuquerque OKLAHOMA
o AN
Los Angel
00 NEW MEXICO Atlanta SOUTH
MISSISSIPPI R CAROLINA
S
ALABAMA
Tucson GEORGIA Be
Ciudad Juarez
[ )
BAJA N\ k2
CALIFORNIA SONORA 5 ! Jacksgnville
: uston
n Al
CHIHUAHUAL San AN %
\ Orlando
¢ COAHUILA DE G
e ZARAGOZA -\ FLORIDA
°
% \
' 0 ” Q,
Tree Ordering Mongerey
Gulfof
BAJA SINALOA g
CALIFORNIAISUR DURANGO feaico Th:m

» TAMAULIPAS
Mexico

ONTARIO

Havana
0



Calgary
Winnipe
Nipeg
Vancouver /
(o] ST ‘!
NORTH NG =
DAKOTA N ebecCity /. NEW
MONTANA \ R [BRUNSWI
MINNESOTA
Portga
Minneapolis \ s
0 \ —a—— MAINE
WISCONSIN | /' VERMONT
OMGON
: NE
IDAHO Milwaukee
WYOMING b
NEBRASKA NNECTICUT
rk
Denver ’ ILLINOIS | INDIANA o Pittsburgh
NEVADA o United States _
i Kans%s City y Columbus
i (ol WEST
COLORADO StLouis Cincinnati - viRGINIA DECAWARE
- KANSAS MISSOURI
San Frgnasco
San Joseo CALIFORNI KENTUCKY VIRGINI
Las\éegas
OKLAHOMA ENNESSEE e
Albuquerque CAR
o AN
Angel
e 00 NEW MEXICO Atlanta SOUTH
MISSISSIPPI 2 CAROLINA
S
ALABAMA
Tucson GEORGIA Be
2 Ciudad Juarez
[ )
§
BAJA ) ;
CALIFORNIA Jacksonville
SONORA Lston 0 A 0
San Anto o
CHIHUAHUA. 0
X Orlando
¢ COAHUILA DE G
e ZARAGOZA -\ FLORIDA
°
% \
' 0 ” Q,
Tree Ordering Mongerey
Gulfof
BAJA
SINALOA. puRranGo Mexico The

CALIFORNIA ' SUR
» TAMAULIPAS
Mexico

ONTARIO

Bahamas

Havana
0



Software-Defined Networking

Centralized controller updates networks rules for optimization
Controller (control plane) updates the switches/routers (data plane)




new network
rules

old network
rules

network updates



new network
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rules
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new network
rules

old network
rules

possible solution: be fast!
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e.g., B4 [Jain et al., 2013]



new network
rules

old network
rules

possible solution: be consistent!

e.g.,

* per-router ordering [Vanbever et al., 2012]
e two phase commit [Reitblatt et al., 2012]
SWAN [Hong et al., 2013]

Dionysus [Jin et al., 2014]
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Dynamic Updates

ldea: Update as many routers as you can



Dynamic Updates
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Dynamic Updates
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Dynamic Updates




Dynamic Updates




Dynamic Updates

greedy maximum update
a & b update - all others wait
2 nodes update



Dynamic Updates

Oo—0O =

greedy maximum update
a & b update - all others wait
2 nodes update

network updates
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maximal update
a waits—> all others update
all but 1 update



Dynamic Updates

Maximize #routers updated =~ Feedback Arc Set
—> Approximate within O(lognloglogn)



Dynamic Updates

But how long until all routers updated?



Dynamic Updates vs Tree Ordering

Worst case? Identical to Tree Ordering




Dynamic Updates vs Tree Ordering

But in practice?



Dynamic updates vs. Tree Ordering ?

#updates on Tier 1 ISP [single-link failure]
Tree Ordering: < 14 updates [FB, 2007]
Dynamic Updates: < 7 updates
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Beyond a Single Destination

But what about prefix routing rules?




Beyond a Single Destination

Split into single destination rules? (Memory...)




Beyond a Single Destination

Fewest #updates: NP-hard to approximate



Beyond a Single Destination

Reduction from 3-Satisfiability

1. Maximizing #rules per update is NP-hard
2. Fewest #updates NP-hard to approximate



3-Satisfiability



3-Satisfiability



3-Satisfiability

C=X,VX,V—X,



3-Satisfiability

C=X,VX,V—X,



3-Satisfiability
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3-Satisfiable << Update each variable

*(and all rules outside the variables)



Shortest Sequence

Also: Shortest sequence NP-hard to approximate



Shortest Sequence

Also: Shortest sequence NP-hard to approximate



Shortest Sequence

Also: Shortest sequence NP-hard to approximate






Blackholes
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Blackholes



Blackholes

OO OO



Blackholes
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Blackholes

No rule? Drop packet

O—0O* O~



Blackholes

ldea 1: Keep old rule in memory



Blackholes

ldea 2: Send somewhere else?
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Blackholes

Respect memory limits and no loops?



Blackholes

Fastest method: NP-hard to approximate!



Proof Idea

A cycle can be used for loop-free routing




Proof Idea

With cycle: fast change; else slow...
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Proof Idea

But Hamiltonian Cycle problem is NP-complete!



Conclusion

greedy maximum update maximal update
a & b update - all others wait a waits—> all others update
2 nodes update all but 1 update
X, "false” X, "false” X;"true”
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“some switches can ‘straggle,’ taking substantially more time
than average (e.g., 10-100x) to apply an update”
Jin et al., SIGCOMM 2014



How to proceed in practice?

Routing policy Consistency property Network behaviour
Rule Update Update
generator method selector executor
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