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Legitimacy of Bitcoin Exchanges

Third-party audit

Renowned third-party audit (PwC)

Trust in third party Cost Frequency Privacy
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Automated Software-Based Audit

Assets Liabilities

≥
Solvency

Privacy
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Trusted Computing

Executable

Trusted Execution

Result + Proof of ExecutionOutput



|| 24/09/15James Guthrie 27

Overview of Audit Process

Value of Assets Value of Liabilities

≥

Blockchain Keys + Signatures Customer IDs + Balances

SolvencyBlockchain hash Customer data hash
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4 KB Stack

128 KB Heap
116 KB Input

512 KB Program

Input space

Blockchain

Size

0GB 7.5GB 15GB 22.5GB 30GB

Input space

Address Balances

Size

0MB 40MB 80MB 120MB 160MB
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Limitations of Trusted Execution Platform

4 KB Stack

128 KB Heap
116 KB Input

512 KB Program

Memory constraints

Time constraints 
• 200ms-1s overhead 
• 0.5-1s cooldown
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Iterative Merkle Tree
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Thank you

Questions?


