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Biometrics
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Hafty Po

Who is NOT one of the famous

How old was Prof. Albus Peverell brothers?

Dumbledore when he died?

4 8 @ Cadmus Peverell
your answer.

@ Antioch Peverell

I @ Godric Peverell
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Kolly et al., 2012



Can we tell you from your partner?



Yes, we can.



Privacy



The secrets on your phone...

Philipp Brandes ~ 0ct15
Hello FPS
secret stuff you should not know

Gmail-Team Oct 15
Immer alles im Blick — mit dem Code Break..
Hallo Philipp Der Gmail-

Finalize slides
4-5PM
Drink beer
8-9PM

Sun, Nov 1




...are protected by a PIN code!




But when you tap PIN “1”...
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...any app can “feel” that too!
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Game vs Login

Level: 1

One 1f thp mosz feaned
egpresjions in mkdern timem is
'The sompufer ih dows.'
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THU, OCTOBER 15
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Game vs Login

=

THU, OCTOBER 15

Imitation Game: Code
Breaker

needs access to

Imitation Game: Code Breaker 2 3
does not require any special 3
permissions. Learn More

5 SLNE 6 MiNU
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No SIM card = Emergency calfs only

Emergency call




Can app figure out PIN?



Somewhat.

Bissig et al., 2015
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@ blackphone

Countermeasures
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App permissions
WhatsApp

Camera

Contacts

Location

Microphone

Phone

SMS

Storage




