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Federated learning is a machine-learning ap-
proach where multiple devices or organiza-
tions collaboratively train a shared model
without sharing their raw data. Each par-
ticipant trains the model locally and sends
only information about the model to a cen-
tral server for aggregation. A key challenge
in this area is effectively preserving privacy
of sensitive data from the training set. Sev-
eral strategies are currently used in federated or distributed settings. A common one is
parameter averaging, where model weights or gradients are aggregated into a single global
model. Another approach uses ensemble methods, where participating models remain sepa-
rate, and their outputs are combined without merging their parameters into a shared space.
A third approach relies on knowledge distillation, where each model’s predictions on a shared
public or proxy dataset are used to train a new unified model. However, none of these meth-
ods do guarantee by nature the privacy of sensitive training data.

In this project, we will focus on work within the subfield of model distillation. Originally,
model distillation is done by simply using the outputs of the models, but in recent years,
approaches [1] have been presented that not only use the predictions of the models but
also leverage the hidden representations of some layers to enforce even greater similarity
between the distillation model and the original models. However, outputs as well as hidden
representations can include sensitive data from the training data. For example, when using
”The email from John Doe is ” as input for an Large Language Model (LLM), the hidden
representations can include the representation of John Doe’s private email, effectively leaking
private data from the LLM’s learning data.

The goal of this work is to take inspiration from the field of mechanistic interpretabil-
ity to approach the privacy issue. Recent work1 in mechanistic interpretability has proposed
sparse autoencoders (SAE) [2] to identify features in hidden representations. SAE are uti-
lized in work like [3, 4] to detect features which result in the leakage of sensitive information.
In [3], this is used to prevent the generation an of sensitive data by the model. But, similar
to [4], we are more interested in using SAEs to create shareable representations (and out-
puts) that do not contain sensitive information. We also aim to investigate how using such
representations affects the performance of the distilled model, compared tosharing the full
hidden representations and output for model distillation.

We also note that [3] remove sensitive data in a supervised manner, meaning they train
their method to remove features and directions associated with email addresses. [4] remove
sensitive data by first manually identifying sensitive features within a sparse autoencoder.

1https://transformer-circuits.pub/2023/monosemantic-features/index. html



Therefore, another step would be to explore how to transition to a non-supervised and non-
manual method for removing sensitive features. This would involve both theoretical and
empirical determination of what sensitive features in SAE are and how to remove them,
without significantly harming distillation performance. An early idea in this direction would
be to remove all features that are active in only x% of the private training data points, while
also intervening on the remaining feature values in a way that ensures information related
to only x% of the private training data cannot be reconstructed.
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