Debugging Wireless Sensor Network Simulations
with YETI and COOJA
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Debugging Wireless Sensor Networks

Motivation

Debugging sensor network applications is difficult and time
consuming. User-friendly development tools are often missing.

We present the integration of the COOJA network simulator into the
YETI development environment.
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- Debugging support using CDT

TinyOs

14470 bytes in ROM

msp430-objcopy --output-target=ihex build/telosb/main.exe build/telosb/main.ihex
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WSN Development Phases

- Simulations

- Prototype experiments on the table (1-10 nodes)
- Testbed experiments (10-200 nodes)

- Deployment

MICS

Debugging Architecture

GNU Debugger (GDB) Remote Protocol

- Eclipse spawns a GDB instance for each node in COOJA
- Command/response protocol using TCP sockets

- GDB support already integrated in Eclipse CDT

Session Control Protocol

- YETI queries COOJA for information about the current simulation
(e.g. number of nodes and binary images)

- Add/remove nodes to/from the debugging session

User Interaction

The user can attach YETI to a WSN simulation running in COOJA
- Insert/remove breakpoints for all nodes or on a per node basis
- Inspect/modify content of registers and memory

Read/write global variables
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——————2 COOJA is a network simulator:
- Part of the Contiki operating system
I - Emulation of the MSP430 at the
instruction level using MSPSim
* | - Event-based simulation of WSN
= - Different radio propagation models
= - Event timeline (radio, LEDs)
— - Flexible plugin system
- )
Connecting YETI and COOJA
" cooJA o "~ YETI -
Session Control Plugin } Socket Debug Launcher j
D : [ GDB Proxy } Socket »[ GDB }-f )
@ [ GDB Proxy |« —>0cket >[ GDB | Debug View
@  GDBProxy <«—>2% » = Gpg /
-~ ) / - /
Breakpoints

mmmmmm ETHZ





